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The experience of federal health authorities in responding to the mailed anthrax attacks in the Fall
of 2001 sheds light on the challenges of public information dissemination in emergencies. Lessons
learned from the Fall of 2001 have guided more recent efforts related to crisis communication and
preparedness goals. This article applies theories and evidence from the field of communication
to provide an orientation to how public health communication can best contribute to the pre-
paredness effort. This theoretical orientation provides a framework to systematically assess current
recommendations for preparedness communication. Key words: communication, preparedness,

terrorism

FFECTIVE PUBLIC COMMUNICATION is
E an essential element of preparedness for
emergencies—making or breaking the suc-
cess of prevention and relief efforts.! The
timely release of accurate information about
imminent or present hazards helps achieve
key goals of emergency response: (1) increas-
ing the likelihood that people at risk will take
precautions, preventing injury and saving
lives, (2) reducing anxiety levels and avoid-
ing unnecessary care-seeking by unthreat-
ened populations, and (3) facilitating relief
efforts.?
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These goals are challenging enough under
conditions of natural disasters or accidents.
The special circumstances of terror attacks
using biological, chemical, or radiological
agents pose unique challenges. Specifically,
terrorist attacks impose a heightened poten-
tial for general distress and an exceptional de-
gree of uncertainty. The difficulty in character-
izing and communicating these public health
threats calls for unique needs analysis and re-
sponse approaches. This assessment takes on
special urgency in the wake of the attacks on
the World Trade Center buildings and the dis-
tribution through the postal service of letters
containing anthrax, resulting in 22 cases of an-
thrax disease and five fatalities in the Fall of
20013

The experience of the public health com-
munity with the anthrax attacks of 2001 put
in stark relief the challenges of communi-
cating public information in the face of an
ongoing and uncertain biological threat. Fed-
eral authorities were criticized on a num-
ber of points in the aftermath of the events
surrounding the release of anthrax by mail:
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they had not provided clear and timely in-
formation; nonmedical officials offered medi-
cal information; and confusing and contradic-
tory information was released from different
agencies.*® A set of recommendations have
emerged for improving the quality of informa-
tion released, principally by improving insti-
tutional preparedness for communication to
ensure timeliness, consistency, coordination
among agencies, and strategic planning.”

One of the responsibilities of the public
health community is to provide clear, accu-
rate, and timely information to the public,
civic leaders, the news media, and others.
As the Centers for Disease Control and Pre-
vention (CDC) and other key federal agen-
cies have recognized, there is a clear need to
upgrade public health agency preparedness
for bioterrorism, outbreaks of infectious dis-
ease, and other threats and emergencies.® Part
of this preparedness includes communicating
about health risks and disseminating health
information.®

A number of consequences may result from
inadequate communication during a pub-
lic health emergency caused by an act of
terrorism.” The threat of an intentional chem-
ical or biological agent release poses chal-
lenges to public health at multiple levels. In-
appropriate or untimely communication may
lead to some individuals delaying or not taking
appropriate precautions, possibly leading to
avoidable injury, illness, or death. At the same
time, these types of threats may raise anxiety
and prompt individuals to take inappropri-
ate actions that tax public health and med-
ical resources. Inconsistent information aris-
ing from decentralized government sources
and unprepared or uninformed spokesper-
sons may contribute to confusion and anxiety.
Media coverage can also exacerbate such con-
fusion; at its worst, it can fan the flames of
fear.®

Public health communication becomes es-
pecially important in communicating accu-
rate information regarding the facts and na-
ture of a terrorist event and highlighting
precautionary measures the public can take
to mitigate the impact of the threat. Well-
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planned and executed communication efforts
should provide clear precautions, reassure the
public, reduce unnecessary distress, and limit
inappropriate demands on the health care
system.

Current available literature offers useful
guidelines for crafting effective information
and dissemination strategies, including insti-
tutional arrangements required to implement
such strategies. However, whereas the lit-
erature reflects broad experiences to emer-
gency responses generally and responses to
man-made disasters specifically, current rec-
ommendations do not benefit from available
theoretical approaches from the field of pub-
lic health communication. This article seeks
to fill this gap, applying theories from the
public health communication literature to the
specific concerns of terrorist emergencies.
With this approach, a revised, theoretically
informed set of recommendations for emer-
gency communication in case of terrorist at-
tacks is introduced.

APPROACH TO THEORY

A number of conceptual frameworks can
be brought usefully to bear on the question
of developing effective communication strate-
gies for emergency response in the event of
a terrorist attack. These theories reflect mul-
tiple perspectives and disciplines that con-
tribute to public health communication. As
in many contemporary academic disciplines,
myriad theoretical approaches are available
that can be helpful in assessing message and
dissemination strategies, including contrast-
ing theories of campaign effects'® and mes-
sage design.!! This article identifies select the-
ories that have been prominent in risk and
health communication. The selection is not
exhaustive and is offered as an initial contri-
bution to the discussion.

Current consensus in public health empha-
sizes the importance of considering multi-
ple determinants of behavior and health in
the effort to safeguard the public’s health.!?
The social ecological model, for instance, pro-
vides a structure for assessing independent
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contributions to health outcomes at so-
cial, institutional, community, and individual
levels.!3 Broadly speaking, determinants of
health, and concomitantly, strategies for pro-
moting healthful outcomes, may take the form
of population (eg, policy or institutional re-
form) and/or individual (eg, behavior change)
level approaches.'* Communication scholar-
ship offers a set of theories that lend them-
selves to the multilevel approach of contem-
porary public health. Each perspective offers
a distinct and useful set of constructs and re-
lationships that may further efforts to refine
emergency response communication. In the
next section, communication theories are in-
troduced, first at the population and then the
individual level.

Population level theory

At the broadest social level, the Social Am-
plification of Risk Model'> offers a framework
that allows us to consider the overarching sys-
tem of institutions, intermediaries, and audi-
ences involved in communication in the event
of a terrorist attack. The model posits that risk
events are portrayed through various signs
and images in the media, which interact with
a range of psychological, social, institutional,
and cultural processes that intensify or atten-
uate risk perceptions. The model is shown
in Figure 1 and highlights the role of agen-
cies as sources, the media as transmitters, and
the public as receivers of risk information.'>
It also recognizes that a feedback loop ex-
ists through which public response in an on-
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going risk-communication scenario can influ-
ence the future communication activities of
agencies and the media.

The model highlights the importance of
federal, state, and local government agencies
as primary sources of risk information for the
media, who in turn transmit this information
to the public. In addition, government agen-
cies may communicate directly with other in-
stitutions such as health care providers, po-
lice and fire departments, and civic leaders,
who in turn transmit information to the pub-
lic either directly or through contact with the
news media. The public’s perceptions of the
value, clarity, and integrity of the information
it receives is then expressed back to each of
these sources in a cycle of feedback, which
influences how they communicate prepared-
ness information later in an ongoing emer-
gency or in the future. It is important to recog-
nize that each box in the model (ie, sources,
transmitters, and receivers) represents a po-
tential target audience for different types of
preparedness information. Because the model
illustrates the reciprocal and interconnected
nature of risk communication, it underscores
the identification of priority target audiences
for communicating about risk events.

The role of the media is central to the So-
cial Amplification Model. Journalism schol-
ars point to norms and practices of news
organizations that structure how events are
reported.'® For instance, journalists favor
“legitimated” institutional sources that lend
authority and credibility to news reports.!”

Risk Events and Their Characteristics

\!

Sources Transmitters Receivers
Scientists Media General public
Agencies Institutions Affected people

Interest groups - Interest groups - Group members
Eyewitnesses Opinion leaders Social exposed
T T \A
— e e

Feedback loop

Figure 1. The social amplification of risk model. Source: Data from Renn O, Risk communication: the
amplification of risk. In: Kasperson R, Stallen P, eds. Communication Risks to the Public. Dordrecht, The

Netherlands: Kluwer; 1991.
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Positive perceptions of such institutional
sources, especially pertaining to trust, are cen-
tral to these judgments of legitimacy.® An es-
tablished and reliable source may be espe-
cially important in the aftermath of an attack
because it can provide a steady flow of infor-
mation to the media, which is helpful to re-
porters in developing ongoing news stories.'®
In sum, the Social Amplification Model sug-
gests the importance of looking at emergency
communication as an interconnected system,
highlighting the roles and relationships of
sources, transmitters, and receivers alike.

Individual level theory

A number of theoretical perspectives en-
hance our understanding of communication
at the individual level and drive the de-
velopment and assessment of interventions
targeting individual behavior change. Four
are offered here: (1) McGuire’s Persuasion/
Communication Model, (2) risk communica-
tion, (3) behavioral theory (encompassing var-
ious theoretical approaches), and (4) the Elab-
oration Likelihood Model.

McGuire’s Persuasion/Communication
Model' invokes a set of inputs (elements
of the communication process) that inde-
pendently influence a set of outputs (steps
in persuasion and behavior change). The
inputs are roughly parallel to the Social
Amplification Model: source, message, chan-
nel, receiver, and destination (or behavioral
goal). Using this model, the characteristics of
each input may be specified to increase the
likelihood of effectiveness. Thus, the identity
or office of an individual or the reputation of
his or her agency identified as a source of a
warning will determine whether the warning
is considered credible. Message content, such
as the complexity of the language, will deter-
mine whether a warning is understood. The
channel by which a message is transmitted
will determine who receives it. Similarly,
audience and behavior characteristics will
influence which strategy will achieve the
best results.

Risk communication theory identifies how
the characteristics of and communication
about threats affect knowledge of and percep-
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tions about them. Terrorist attacks are espe-
cially likely to cause distress and fear because
they are intentional, unexpected, malicious,
kill innocents, and are difficult to prevent.”
The infectious nature of biological weapons—
their very communicability—wreaks havoc
on publics far beyond their immediate vic-
tims. Distress and panic can lead to disrup-
tion of social services and unnecessary pre-
cautions taken by unaffected groups.

Risk perceptions are prone to error due
to psychological biases or short-cuts, such as
availability bias, by which individuals bring to
mind recent or familiar events when evaluat-
ing risks they may encounter.®?° In this way,
individuals at risk may underestimate their
risk, whereas individuals not at risk may ex-
aggerate theirs. Risk perception theory thus
underscores the need to assess and under-
stand how messages may be crafted to accu-
rately convey risk level to appropriate audi-
ences. Framing theory offers approaches to
impart risk information to minimize the ef-
fects of psychological bias.”?! Notably, peo-
ple tend to make riskier choices when alter-
natives are framed in terms of losses, but play
it safe when choosing between possible gains.

Drawing largely on social psychology, be-
havioral theories have contributed greatly to
the theoretical approaches that inform com-
munication intervention design and evalua-
tion. Behavioral theorists point out the need
to assess behaviors in specific rather than
general terms. For instance, in seeking to
understand the behavior of safety related to
smallpox vaccination, it is critical to specify
the behavior of interest (eg, care of the vacci-
nation site rather than general hygiene).

Behavioral theorists have identified a num-
ber of sociocognitive determinants of health
behavior.?? It is of interest to note that there
has been little study of the determinants of
precautions that are most relevant in the
aftermath of a biological attack. Nonetheless,
several constructs are pertinent here.

Accurate knowledge regarding precautions
is a necessary prerequisite, though often an
insufficient one.?> Response efficacy, or be-
lief in the effectiveness of a precaution, may
increase the likelihood of measures being
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taken.?4%> Self-efficacy, or the confidence in
one’s ability to carry out the precautionary or
protective behavior, has been found to be an
important determinant of many behaviors.?¢
Research suggests that behavior change inter-
ventions are most effective when behavioral
objectives are clearly conceptualized and the-
oretically specified.'-24

Lastly, borrowed from the information pro-
cessing literature, Petty and Cacciopo’s Elab-
oration Likelihood Model (ELM) is another
important perspective to consider. The ELM
posits that an individual’s motivation and abil-
ity to process a message determine whether
he or she does so through a thoughtful
“central” route or through a more superfi-
cial “peripheral” route. Each route can lead
to persuasive results, but the central route
leads to more enduring attitude and behavior
change.?” Under circumstances of an attack,
motivation is likely to be high for a large ma-
jority; the mere threat of an attack may pro-
duce less motivation. High levels of illiteracy
in the American public®® speak to the dimin-
ished ability to process complicated messages
and the need to craft messages that are unam-
biguous, written in simple language, and take
advantage of graphics and layout to facilitate
comprehension.

In sum, the communication literature pro-
vides a variety of perspectives, constructs,
and relationships that may be usefully applied
to the problem of devising effective strategies
to inform the public about imminent or actual
terrorist threats.

IMPLICATIONS FOR PRACTICE

In this final section, we combine theoretical
insights from the communication literature
with lessons learned and recommendations
from the emergency preparedness literature,
consensus documents, and critique that have
emerged following the events of 2001. Where
possible, evidence is offered that has emerged
from recent research in the preparedness area
to inform a set of revised, theoretically based
recommendations for preparedness commu-
nication. The resulting recommendations are
organized in three categories: (1) institutions,

(2) dissemination, and (3) messages. In the
process, we seek to make useful distinctions
between biological, chemical and radiological
events, and point out their relevance for emer-
gency communication. Opportunities for pre-
paredness are also identified as distinct from
response.

Institutions

1. Ensure collaboration and integration of
agencies responsible for communication
preparedness.

The Social Amplification Model high-
lights the interconnectedness of actors
in a system of risk communication by
identifying the relationships between in-
stitutions, transmitters, and receivers.
For institutions, this speaks to the impor-
tance of building interconnectedness
and integration between responsible
agencies vertically (from the federal to
local levels), horizontally (across fed-
eral agencies), as well as across sec-
tors (including businesses and philan-
thropic organizations).? To move toward
this challenging goal requires involving
stakeholders from different sectors and
acceptance of their viewpoints.? One
effort underway calls for the need for
an integrated national warning system
that builds on the existing Emergency
Alert System and operations of the Na-
tional Weather Service and the Federal
Emergency Management Agency.? Inter-
operability, or the ability of systems to
function together, is required to ensure
seamless and efficient connections from
(and between) agencies providing crit-
ical warning information to responders
and public audiences.?

2. Establish communication planning as a
priority area for terrorism preparedness.

Federal, state, and municipal law en-
forcement and public health agencies
are at the forefront of emergency re-
sponse and primary sources of prepared-
ness information.!? Public health agen-
cies need information not only about
their roles and responsibilities in manag-
ing the consequences of an emergency,
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but also about communicating effec-
tively with the public. McGuire’s Persua-
sion/Communication Model highlights
the importance of understanding how
characteristics of sources like public
health agencies influence reception and
impact of messages. Many health de-
partments and first-responder agencies
are now developing risk communication
plans that include both the messages
to be delivered and the spokesperson
who will deliver them. However, it is
probably the case that most local pub-
lic health and medical care professionals
lack adequate training and resources to
carry out these important communica-
tion functions.>® Many health and med-
ical professionals do not see biological
weapons as a likely threat. In a national
survey conducted by the Center for
the Study of Bioterrorism among 1,191
health care workers nationally, over two-
thirds indicated that a biological attack
in their community was “somewhat” or
“very” unlikely. Highlighting transferabil-
ity of preparedness and response strate-
gies across emergencies may be a critical
approach to enhancing communication
preparedness specifically for terrorist
threats.

Even communities that recognize bio-
logical, chemical, and radiological wea-
pons as a threat and have developed
and rehearsed an emergency response
plan have found risk communication
and information dissemination to be
a challenge. In recent preparedness
exercises,’!">> many of the key lessons
learned were directly related to the need
for enhanced information and commu-
nication. Specifically, gaining the trust
of the public was found to be impor-
tant in order to control the spread of
contagious disease, but community lead-
ers lacked sufficient preparedness ed-
ucation to do so and didn’t feel they
could depend on information they re-
ceived from public health and medicine.
The study suggested that in the event of
an attack, local public health and first-
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Even communities that recognize

biological, chemical, and radiological

weapons as a threat and bave

developed and rebearsed an emergency

response plan bave found risk
communication and information
dissemination to be a challenge.

responder agencies should either have
communication messages already on file
or have easy access to these through fed-
eral agencies. Because communication
lines such as the Internet could be in-
tentionally disrupted during an attack,
it is probably advisable to preposition
emergency response messages within lo-
cal public health agencies.

. Gauge public perceptions and monitor

the media in an ongoing event.

The Social Amplification Model notes
the importance of incorporating feed-
back from the public, as well as the news
media, to inform ongoing media plan-
ning and response. Recent research has
established the utility of rapid polling for
the purposes of informing government
response in an ongoing emergency.>’
Federal authorities (with the resources
to do so) should preposition polling
contracts to activate in the event of
an attack. Similarly, public health agen-
cies should monitor the news media
constantly during an emergency and
respond to ensure that information is
accurate.>*

Dissemination

4. Foster relationships with professionals

working in the news media.

The Persuasion/Communication Mo-
del emphasizes the importance of con-
sidering channels of information as fac-
tors contributing to the effectiveness of
communication strategies on behavioral
outcomes. The public health community
has come to recognize that the media
are influential actors and determinants
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of health behaviors and outcomes.!?
In addition, a consensus document re-
leased in the wake of the anthrax attacks
underscored the importance of estab-
lishing rapport between public health
officials and journalists.” These two
groups rely on each other in many ways,
yet have different goals and see the
world very differently. Building relation-
ships in advance of attacks can help
ensure that the press will seek guid-
ance and information from authorized
officials.'®

Protocols for releasing information
in emergencies should be prepared in
advance, including the preparation of
situation-specific messages if possible,
and a public information officer should
be appointed to undertake all release of
information to the media.! It is advis-
able that this individual make advance
arrangements with print and broadcast
media channels for how information will
be released. It became evident in the
Fall of 2001 that the public will turn to
public health leaders for information.3>
Media training for officials from public
health and local government can help
them provide information to the public
as effectively as possible.>® Preparedness
exercises have shown that the news me-
dia need to be kept informed about on-
going emergencies to maintain commu-
nity trust.’!:32 Maintaining an open and
proactive relationship with the press in
an emergency may enhance message ef-
fectiveness by enhancing such commu-
nity trust.”

. Develop effective media-based dissemi-

nation plans.

The Persuasion/Communication Mo-
del highlights the value of assessing
where people are likely to go for infor-
mation in an emergency. Recent polling
data indicated that the general public
will turn to television and radio as pri-
mary sources of information in a terror
attack.>”38 The polls also indicated that
people compare information from mul-

tiple sources to confirm the veracity of
warnings. Thus, it is all the more impor-
tant to assure a broad dissemination plan
across all media channels to ensure con-
sistency of messages.

Critiques of information dissemina-
tion in response to the events of Septem-
ber 11, 2001, highlight the increasingly
important role of the Internet as an
information channel and the need for
strategically coordinating what is often
conflicting information. For example,
one analysis recognized the importance
of the Internet in providing up-to-the-
minute information but also its potential
for increasing confusion and uncertainty
through rapid and often uncontrolled
proliferation of information and spread
of rumors.? Others noted that informa-
tion was coming from so many sources
and transmitters, it was often more con-
fusing and contradictory than it was
helpful.#° Thus, it is all the more essen-
tial to plan carefully to ensure consis-
tency of messages across channels. It is
also critical to conduct research to assess
how the media have covered past emer-
gencies and to better understand norms
and practices of journalists in covering
emergencies.

Messages

6. When possible, use theory in designing

messages.

Behavioral theories should inform
communication strategies, beginning
with the careful specification of precau-
tionary behaviors and the identification
of sociocognitive factors associated with
those behaviors. The paucity of behavio-
ral research on precautions in emergen-
cies dictates the immediate support of
funding efforts to improve our under-
standing of the determinants of preven-
tion behavior. Such research is critical
for the effective design of theoretically
driven messages.

In the absence of behavioral research,
experience in preparedness response
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and polling suggest key content areas
for messages. Critical topics to com-
municate are the nature of the hazard,
safety precautions, and requirements for
evacuation or shelter-in-place.! Public
polling for desired content of com-
munications in terrorist emergencies
show similar results. The public wants
to know specifics about the agent;
specifics of the attack; recommenda-
tions for minimizing the risk of expo-
sure; recommendations for treating
exposure; travel advisories; and possible
suspects in the attack.® Behavioral
theory can provide insights into how to
craft messages offering precautionary
actions to enhance their effectiveness.
For example, to promote self-efficacy,?°
messages should focus on specific
behaviors individuals can perform to
keep themselves and their loved ones
safe, emphasizing their effectiveness
and breaking them down into key steps.
The distinctive features of chemical,
radiological, and biological agents call
for different message strategies. Attacks
by means of conventional, chemical,
or radiological weapons achieve their
effects within a confined geographical
area, and first responders are emergency
and law enforcement personnel and fire-
fighters trained to address acute trauma
and distress. For chemical and radiolog-
ical hazards, it will be critical to pro-
vide information regarding the nature
and timing of care for exposed survivors
and evacuation information for individu-
als at continued risk. At the same time, it
will be important to reassure those who
are not exposed of their safety.
Biological attacks are encountered
first by the medical community and rely
on astute physicians to identify index
cases. The infectious nature of biologi-
cal weapons increases the likelihood of
widespread fear and social disruption.*!
The role of public health communica-
tion in a biological attack is to dis-
seminate information to prevent further
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transmission of the disease and to miti-
gate social effects of the attack.

. Design and disseminate open, accurate,

clear, consistent and timely messages.

Given the challenges of literacy in the
United States, every effort should be
made to draft messages that can reach
and be understood by as broad a pub-
lic as possible, enhancing the chances
that the messages will be centrally pro-
cessed and achieve the best result, as
posited by the Elaboration Likelihood
Model.*? Information about emergen-
cies should be open and honest, enhanc-
ing trust and effectiveness.?® Messages
should be factual, positive and reassur-
ing, and written in plain English.! Mes-
sages should be consistent for both pro-
fessional and public audiences so that
requested actions of agencies and the
public are consistent.? Messages should
be “clear, concise and credible.”®7>
National warning system advocates call
for “standards and guidelines for all-
hazard terminology,[and] common mes-
sage protocols.”?®37 As research in the
area of communication preparedness is
still in its early stages, little is known
about the potential influence of risk
communication constructs such as psy-
chological biases and message framing
on impact of preparedness messages.
The CDC currently supports several re-
search activities designed to develop and
test message strategies to disseminate ac-
curate knowledge about threats and pro-
vide specific steps diverse publics can
take to protect themselves.

. Ensure an ethical approach to prepared-

ness communication.

Ethical principles at stake in emer-
gencies are the value of life and the
obligation to warn.? Public health ethi-
cists also posit that effective ethical app-
roaches to public health are those that
employ voluntary rather than coercive
measures, protect privacy and confiden-
tiality, and express rather than impose
community norms.** Communication
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strategies that aim to inform the public
about the likelihood of different threats,
their potential consequences, and the
steps individuals can take to protect
themselves and their families afford per-
haps the best opportunity to address pre-
paredness and promote voluntary adop-
tion of protective behaviors that express
community concerns and protect indi-
vidual rights and responsibilities.

CONCLUSIONS

In recent years, the public health commu-
nity has recognized the central role of com-
munication in determining health outcomes.
This awareness increases the likelihood that
public health initiatives will include message
and media strategies as integrating elements.
It is appropriate then that the preparedness
community take a similarly sophisticated and
ambitious view on the critical contribution
of communication to emergency prepared-
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