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The privacy rule, promulgated under the Health Insurance Portability and Account
Ability Act, goes into effect today. The US Department of Health and Human Services
(HHS) is promulgating the rule as Congress elected not to create it by statute. The
purpose of this call is to explain how the rule will affect public health practice and to
make participants aware of the availability of guidelines that explain how the rule
works.

The privacy rule was explicitly crafted not to interfere with the normal flow of
information to public health authorities as it is necessary in public health work to have
access to confidential patient information. This has always been the case and continues
to be so.

Correctly interpreted, the privacy rule will allow the conduct of public health business
with adequate protection of individual privacy and no hampering of the public health
process. The privacy rule is designed so that we can continue any legitimate public
health use of patient information. If you have a situation that appears to prevent the
transfer of information to a public health authority under the privacy rule, it is probably
an error.

All the privacy rule actually does is codify what in most cases we should have been
doing already to protect patient confidentiality. In every instance that I’ve seen where
the rule would require change in the way we do business, it is a change for the better
and one that we should already have made whether there was a privacy rule or not.

Dr. Denise Koo
Director of the Division of Applied Public Health Training
Epidemiology Program Office

The privacy rule addresses the rights of individuals with regard to their health
information and the procedures for exercising those rights. It also addresses users and
disclosures of individually identifiable health information that require authorization. It
describes what constitutes protected health information and what entities are covered
by the rule.
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The privacy rule requires disclosure to two entities only: (1) to the patient, and (2) to
the Office for Civil Rights of HHS to determine compliance with the rule. All other
uses and disclosures are permissive.

The privacy rule explicitly permits disclosures to public health entities if the
disclosures are required by law and if they are for public health activities and purposes.
These activities and purposes are fairly broadly defined in the rule. Consent or
authorization of the patient is not required for disclosures from the patient’s record to a
public health entity.

The privacy rule permits but does not require disclosure to public health entities;
therefore, the rule leaves such disclosure to other public health laws, state laws, and
federal laws.

Public health activities are broadly defined in the rule as those that prevent or control
disease, injury, or disability, including but not limited to the reporting of disease,
injury, and vital events, and the conduct of public health surveillance, public health
investigations, and public health interventions as well as receiving child abuse and
neglect reports.

What constitutes a public health authority is also broadly defined in 164512B of the
rule as an agency or authority of the United States, a state, a territory, a political
subdivision of a state or a territory, or an Indian tribe or a person or entity acting under
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grant of authority from or contract with such public agency or its contractors, or
persons or entities to whom it has granted authority that is responsible for public health
matters as part of its official mandate.

Although the rule defines public health authority and activities in a simple and
straightforward way, there are many misinterpretations, misconceptions, and concerns
that are causing clinicians to decide it is safer not to share information with public
health authorities. This is not the intent of the rule. To prevent these misconceptions,
CDC has published an early release that is currently available electronically, soon to be
available in hard copy via an MMWR supplement, that offers guidance. This is called
HIPAA privacy rule and Public Health: Guidance from CDC and the US Department
of Health and Human Services. This was released on the MMWR website last Friday
www.cdc.gov/mmwr/early release.html. The release includes a brief description of the
privacy rule along with guidance on the rule and how it relates to public health. It
describes in more detail disclosures for public health purposes, requirements for
covered entities, descriptions of minimum necessary verification of public health
authority, and accounting for public health. It also talks a bit about the privacy rule and
public health research.

We are hearing from providers that if disclosure is not required by law for a specific
public health activity, whether it be an outbreak investigation, a surveillance activity, or
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a registry data collection, those providers feel they cannot share data with public health.
However, the rule does not require that each data collection activity be specified by
law. Rather, it expressly permits sharing protected health information with public
health authorities for public health purposes. HHS recognizes that public health
authorities operate under broad mandates to protect the health of their populations.
Because of misinterpretation of the rule, there is concern about disclosing data to public
health for evaluation of a public health program, for example, immunization rates or
programs, as such use is not specifically mentioned in the rule and is not necessarily
surveillance, investigation, or intervention. The definition of public health purposes
was intended to be broad enough to include but not be limited to the conduct of
surveillance, investigation, and intervention. If the activity is undertaken for the
purpose of preventing or controlling disease, injury, or disability, it does not have to be
specifically a surveillance, investigation, or intervention activity.

Providers are concerned that they need to have a memorandum of understanding or
some sort of business associate agreement with a public health authority. They do not.
Covered entities do not need such memoranda or agreements with public health
authorities when sharing protected health information.

There is concern about the administrative burden of accounting for disclosures made
without individual authorization, including those to public health. This accounting is
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required under the privacy rule. However, for those disclosures that are made to public
health where there is an ongoing, regular reporting -- for example, communicable
disease surveillance, where you would be reporting on a regular basis, for instance, all
cases of syphilis, all cases of gonorrhea, all cases of tuberculosis, all cases of many
communicable diseases -- you do not actually need to log the accounting of the
reporting in individual medical records. You can instead make a summary statement as
to the nature of such regular reporting. That is discussed in the guidance document,
HIPAA privacy rule and Public Health: Guidance from CDC and the US Department
of Health and Human Services.

Another concern is that providers will state that the request that public health is making
for data does not meet the covered entity standard for minimum necessary data for a
given purpose. But again, the privacy rule specifically states that providers may
reasonably rely on a public health official’s determination that the information
requested is the minimum necessary for a given purpose.

Questions

Keith Sweltzy:
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I had two questions on the accounting issue. One, looking at the MMWR early release, which
states that the data of each disclosure does not need to be tracked for multiple disclosures over
time: that may be true, but as a practical matter we do not know when our last communication
with the health department is going to be. So as a practical matter, we do have to log every
communication because we do not know if they are going to call back and ask us for additional
information. So | do not know that that guidance is particularly useful in a hospital setting
where 1 am. And then second, | wanted clarification on the issue with, like you said, syphilis
reporting, because my understanding is that if a patients asks for an accounting of the release
of their information, we have to provide that. So if there is no specific notation that we
released, say, their RPR, how would they discover that?

Dr. Denise Koo:

On the last question, my understanding, as we describe in the guidance, is that you are able as a
provider to state that you make, for example, regular reports of positive RPRs to the health
department, and during the time period of the accounting, a description of frequency of this
report.

Keith Sweltzy, Shea:
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Do we give that to every single patient who asks for their health records, and they have to sort
out whether or not they had a positive RPR and thus whether information was released? It is
not clear how we would account to an individual patient.

Dr. Denise Koo:

My assumption would be that a patient who has tuberculosis would get an answer that has to
do with the periodicity, the reporting of tuberculosis-positive specimens, because that was the
diagnosis made in their situation. If the patient has syphilis, you give them information that
has to do with RPR reporting. Am | not understanding the question?

Keith Sweltzy, Shea:

I think you are understanding it. If I come to my hospital and say, “I want to know who you
released the information to.” Our medical records people are going to want to be able to just
tell them that. They are not going to want to have to go through my chart and say, “Oh, he had
tuberculosis, so we have to give him the tuberculosis information.” “And oh look, he had
syphilis too.” We need to give him that information. In other words, for hospital data
management there has to be a way to tie which information to give to which person, and for the
way our hospital has chosen to do it, they have chosen to annotate each individual’s record
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because that is the most straightforward on the release side. And that actually creates an
enormous burden for us every time as we talk to public health, or it will from today forward.

Dr. Denise Koo:

Just to comment a little more on your concerns, the rule and the guidance that CDC and HHS
have put out are not necessarily going to tell you exactly how to do that. And a lot of it is
going to depend on your own particular institutional or practice situation and the type of
patients you have and the type of reporting that you do in trying to figure out what does make
sense administratively for your particular institution. But we wanted to make the point that for
the multiple, that there is this sort of abbreviated accounting requirement available if you are
making routine regular reporting to the same entity for the same purpose. And if it was
administratively feasible, that that may be a way to reduce the burden. However, from what
you are saying, that that is not going to necessarily reduce the burden for you.

Keith Sweltzy, Shea:

Right, and I suspect it will not, and at most hospitals, because to say that each patient’s chart
does not need to be annotated, that may be true, but it still does not make it clear how the
hospital is going to know what information over what time period to release to what patients.
In that case you are going to have to have multiple tracking systems going simultaneously
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instead of a single one. So as a practical matter, | do not know if it is terribly useful for
hospitals.

Dr. Claire Broome*:

This is not a direct response in terms of what you could do today, but | do think it is worth
thinking about how the approach that CDC and a number of states have been taking to
surveillance could actually provide a service to hospitals in this way to the extent that there is
electronic reporting of communicable, notifiable diseases. It would be relatively trivial to
develop listings of reports that were made for particular conditions. Obviously we are not
there yet, plus you would have to be careful in terms of how the privacy of that information is
protected. But in terms of being able to easily document what was reported on what dates and
on whom--that would be a fairly trivial report to generate.

Ruth Caricko, University of Louisville:

I have a question about the syndromic surveillance that we are now looking at, especially at the
time around the Kentucky Derby. We have all thirteen Louisville and southern Indiana-area
hospitals that are willing to provide data, syndromic data, and send it to the local health
department. We are encountering a variety of problems, everything from this being viewed as
a research project requiring IRB approval, to the individual hospitals that also feel that this is
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research but are willing to bypass IRB but require data user agreements. Do you have any
guidance that you can give us as we are trying to get this moving?

Dr. Denise Koo:

I think that it always is a challenge that we folks in public health have in working with
providers who are used to seeing activities that use scientific methods as research, kind of no
matter what. 1 think that we would argue that activities that are aimed at identifying problems
at protecting the health of the public, such as potentially around the Kentucky Derby, I think
that setting up syndromic surveillance to try to detect as early as possible any potential health
risks, whether it be deliberate or accidental, etcetera, are activities that are aimed at protecting
the health of the public. Therefore we do not feel that such activities require IRB approval.
These are not being undertaken with the idea that we will apply them somewhere else. 1 think
that public health authorities are interested in identifying the problems early before they spread
through all attendees of the Kentucky Derby, for example. And so I think that these kinds of
activities are not considered research and do not usually require IRB approval. And then the
second issue is, | think, it goes back to the privacy rule and the fact that it says, “It is
permissible to share protected health information with public health authorities for public
health purposes.” The purpose in this instance is to monitor the health of the public, the
attendees of the Kentucky Derby. There will be a large group of people attending presumably,
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and therefore the local authorities want to identify problems early, again, to prevent their
spread through the many, many participants. Those kinds of activities, those kinds of public...
the public health purposes of identifying problems early and protecting, implementing control
measures on a rapid basis are identified in the privacy rule as public health purposes for which
it is permitted to share protected health information with public health authorities. They do not
require memorandum agreements. They do not require business associate agreements.

Ruth Caricko, University of Louisville:

Our problem is then if we were looking for syphilis or if we were looking for something that
already has a name. But if we are looking at syndromes and we are entering the zip code where
the person resides at the time that they access care in an emergency department... So because
we do not have a specific disease that we are looking at, then that has been, I think, what
turned the tide. We were even told that if we were doing surveillance for SARS, that if we
released any protected health information, we would have to get IRB approval. And as one
that has had a study, two studies there since December and I still do not have approval, | am
little bit concerned about having that long waiting period. But even more importantly, I do not
ever want to go down the path where | ever ask permission to perform surveillance, because |
am afraid of the precedents that that establishes.
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Dr. Denise Koo:
I think we completely agree with you.

Claire Broome:

This is an important issue. What Denise is explaining is what the law says. And there are
citations to all of what she is saying. Plus, just to reemphasize, what is permitted to be
disclosed to public health is not only specific notifiable diseases. Essentially all states have
regulations or laws authorizing reporting of conditions of public health importance. So
HIPAA does not in any way limit public health disclosures to specific identified conditions.

Jerome Tokars, CDC:

I have a question about a study that we do where we fund a group of hospitals to do a study,
and data is transferred from one hospital in the group to the other and that second hospital
being the data repository that will get all the data and do the data analysis. So | am wondering
what provisions need to be made both by the hospitals that would send the data to that central
hospital and by that central hospital.

Dr. Denise Koo:
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Jerry, we have one question for you about the purpose of the data collection. Could you clarify
that issue first?

Jerome Tokars, CDC:

We do various different studies. One of them would be to find a better way to do surveillance
for surgical site infections. Another one would be to find a way to prevent bloodstream
infections, another one would be a way to see whether we can control the use of
antimicrobials. So they would be both surveillance, prevention, a variety of quality
improvement efforts.

Unidentified Speaker (Can anyone provide the name?):

I mean there are a couple of issues here. We did not go into detail, but if you look at the
guidance there is a little bit of discussion of the research provisions of the rule. And if there
are research projects, there are certain research provisions of the rule, and there will be a
guidance coming out from HHS that NIH spearheaded talking about those sorts of issues. |
think that obviously these kinds of activities could be a little bit of research. There could be
surveillance. Itis a little bit hard to say and it would probably be worth a discussion off line to
tease out sort of the components of this particular project in terms of, is it really public health
practice? Is it research? Is it kind of a confusing mixture? And such a situation if it were
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termed a public health practice, a public health activity, it might be that the hospital that is
serving as the sort of the collator of all those data could be termed a public health authority if
you have a specific agreement with them. And that is another thing addressed in the guidance
that public health authorities such as CDC or state health departments when they have a
contract or a grant with other organizations might be able to put together a memorandum of
understanding or some sort of document indicating that that particular hospital might be
collecting the data under grant of authority from a public health authority. But these sorts of
issues probably need to be further explored to work out the details for that particular project.

Dr. Denise Koo:

Again, just to remind folks, the rule expressly intends to permit public health activities to
continue. Therefore it defines fairly broadly public health authority as well as public health
purposes and activities. This obviously is not license for public health authorities to just
collect data for whatever purpose we wish. That is not the intent, and | think that we do have
to have specific public health purposes in mind. But it is really intended to allow public health
activities to continue. It does not require that each and every public health activity, be
specified into a single data collection law for everything that public health does undertake. So
again, that is the sort of point we made in the guidance, which is available at
www.cdc.gov/mmwr/early release.html. And if further questions arise with regard to the
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privacy rule and its impact, we also have a CDC privacy rule website that is
www.cdc.gov/privacyrule.

If you have any further questions, you can email the privacy rule coordinator for CDC, Saul
Lucido, at slucido@cdc.gov, or the Clinician Outreach and Communication Activity at

coca@cdc.gov
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